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Introduction

Where information and personal data are processed by a Contractor on behalf of Essex County
Council (ECC), the Council retains responsibility to ensure that it is processed according to the
law and to ensure efficient service delivery. To achieve this, the controls within this policy must
be in place and the requirements met; managed by Contractor Parties and Staff and monitored by
ECC.

This policy is applicable where there is a Contract in place with ECC which includes the
accompanying Information Handling Schedule and Data Processing Schedule.

The Contractor must ensure that anyone processing ECC data, defined in the Contract as a
Contractor Party or Staff, is aware of these policy requirements.

Information Breach Process

Any Information Breach, Data Loss Event or breach of the Information Handling
Schedule/Agreement and/or this policy will be investigated and may result in contractual action.

The Contractor must have processes in place to capture and manage Information Breaches.

Where regular performance reporting is required by ECC, the Contractor must provide Information
Breach statistical data. Detailed Information Breach evidence must be supplied on demand.

The Contractor must report all Information Breaches immediately to ECC’s Information
Governance Team and Procurement Team for formal notification as soon as they are identified
and must update ECC on the investigation progress and final resolution as directed.

- In the first instance, an email to notify ECC of the breach is to be sent to the following email
addresses, without any personal data or commercially sensitive information:
o informationgovernanceteam@essex.gov.uk
o commercial.team@essex.gov.uk
- Following this, ECC will respond via secure email for further detail as required.

Criminal incidents must be reported to law enforcement agencies.

Privacy Management

The Contractor must take appropriate steps to safeguard the privacy of data subjects and only
process personal data on behalf of ECC in line with the Data Processing Schedule.

The Contractor must comply with the relevant privacy notice for the service.

Where the Contractor proposes to create a new or amend an existing system/process affecting the
processing of personal data, the proposal must be referred to ECC’s Information Governance
Team for guidance on whether a Data Protection Impact Assessment needs to be undertaken.
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Physical Security

Use of ECC Premises:

Where the Contractor is/are based in or utilise ECC’s premises, the Contractor must ensure
that they comply with ECC 1D Cards and Building Security Policy.

The Contractor must supply data on request of those employees who it approves to hold ECC ID
Cards. Such data must be sufficient to identify individual employees to manage their card
entitlement.

The Contractor must advise ECC immediately of any individual leaving their organisation so that
access to ECC premises can be terminated.

Use of Non-ECC Premises:
The Contractor must ensure that premises (and dedicated areas where ECC data is stored
within premises including any Cloud Storage) are protected against unauthorised entry and theft

of or damage to ECC data.

Access to building entry keys and keys which secure rooms or storage equipment must be
controlled and custody recorded.

The Contractor must regularly change access codes and change relevant codes immediately
when an individual’s right of access expires.

Data Subject Rights:

The Contractor shall assist the Authority in safeguarding the relevant applicable legal rights of the
Data Subiject as identified in the privacy notice for the service being delivered.

- The right to be informed

- The right of access

- The right to rectification

- The right to erasure (Right to be forgotten)

- The right to restrict processing

- The right to data portability

- The right to object

- The right to object to Direct Marketing

- Rights related to automated decision making and profiling

If the Contractor receives a Data Subject Right Request they are to immediately notify the
Authority’s Data Protection Officer.

- In the first instance, an email to notify ECC of the request is to be sent to the following email
address, without any personal data:
o DPO@essex.gov.uk
- Following this, ECC will respond via secure email for further detail as required.
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If the Authority contacts the Contractor with a Data Subject Right Request, the Contractor shall
provide action on the request within 10 working days of receipt of instruction by the Authority,
unless an extension is agreed with the Authority.

Security Classification

ECC complies with the Government Security Classifications Policy:
https://www.gov.uk/government/uploads/system/uploads/attachment data/file/251480/Governmen
t-Security-Classifications-April-2014.pdf

All information processed by or on behalf of ECC falls within the category of ‘OFFICIAL’, with
some data falling within the sub section ‘OFFICIAL-SENSITIVE'.

Contractors must comply with this classification policy when processing information on behalf
of ECC.

Retention and destruction:

ECC data must be retained in line with ECC’s Corporate Retention Schedule and destroyed
securely with the explicit approval of ECC or by standing agreement with ECC which provides for
the Contractor to destroy data once agreed criteria has been met.

Where the Contractor destroys data, this activity must be evidenced by recording the criteria for
destruction, approval, date and method of the destruction activity and certification of completion,
and follow the requirements.

The ECC Retention Schedule is available here:

http://www.essex.gov.uk/Your-Council/Your-Right-Know/Documents/Retention Schedule.pdf

Where the Contractor has the authority to dispose of ECC data in accordance with the ECC
Corporate Retention Schedule or by virtue of any additional agreement, the data must be disposed
of by methods appropriate to its security classification.

Destruction processes must ensure that the data is kept secure from disclosure to unauthorised
persons until and during destruction, and that the data cannot be reconstituted after the
destruction process.

Equipment Security

Devices Accessing ECC Data (such as desktops, laptops, tablets, mobile phones etc.):

e Contractors must ensure that all relevant security solutions are enabled on portable
equipment, such as pin codes and password access

e Users must not access ECC data on devices that do not have relevant protective measures
in place

e Equipment must be switched off or ‘locked’ after an appropriate period of inactivity and
require a password to re-access

e When stored in office space, laptops must be secured with lock devices or in lockable

Essex County Council Information Policy Requirements for Contractors — Version 2.0 — Page 4 of 27



storage to prevent theft

e When devices accessing ECC data are used in users’ homes, they must be protected from
use by any unauthorised persons and must be stored out of sight when not in use to
prevent theft

e When laptops are being transported they must not be left unattended, kept out of sight
when not being used, and (where available) stored in secure transportation equipment
such as a code-lock case

e Any individual for whom the Contractor is responsible (and who accesses ECC data) must
return devices to the Contractor when their role requiring access to the ECC data ends, or
their role no longer entitles them to such equipment

e Devices accessing ECC data should not be taken outside of the European Economic Area
(EEA) unless a) there is a strong business need approved by the Contractor's governance
processes and by ECC, and b) there are sufficient security controls in place on the device
to allow its use without exposing ECC data to malicious activity or unauthorised disclosure.

e Users must report lost or stolen equipment to the Contractor immediately and where any
ECC data is at risk the loss must be handled as an Information Breach

Asset Management

e A register must be maintained of the physical hardware items (assets) which the Contractor
uses to access ECC data. Assets must be uniquely identified, have an identified custodian
(who will be accountable for the use and safe keeping of the asset) and have up to date
details of versions of relevant anti-malware and encryption solutions installed

o The register must be promptly updated for new and decommissioned items,
change of custodian and change of anti-malware and encryption solutions, so that
it remains current

e Paper records must be stored in lockable equipment or dedicated rooms with
access to keys or codes managed

o Such accommodation must include appropriate protection against fire and flood

e Paper filing systems must be well maintained, using clear, logical and consistent
referencing and kept in good condition to support identification and retrieval

e When paper records are being transported they must not be left unattended, must be kept
out of sight when not being used, and (where available) stored in secure transportation
equipment such as a code-lock case

o Paper records that are being transported must be kept separate from electronic
equipment

e Where paper records contain Official-Sensitive ECC data, removing them from storage
must be a recorded activity

e Where paper records are in the custody of a third party storage provider, a sub-
processor arrangement must be in place as per the Information Handling Schedule. The
Contractor must ensure that detailed inventories are maintained to ensure the effective
identification and retrieval of individual files and that storage and transfer processes offer
appropriate levels of security to the security classification of the data.

e The Contractor must maintain a current and accurate knowledge of the ECC data it holds
in all formats, on what systems it resides and the physical locations in which those
systems are stored.

Essex County Council Information Policy Requirements for Contractors — Version 2.0 — Page 5 of 27



o Internal ownership must be established with owners aware of their responsibilities
under these requirements.

Removable media

e Removable media refers to USB drives, CDs, DVDs, secure digital cards and devices
which permit the storage of data on memory cards, but also refers to hard-copy such as
paper files.

e Removable media should only be used where there is a clear business need.

e Where the Contractor allows for the use of removable media, the Contractor must encrypt
to an appropriate level any device storing digital ECC data that would cause damage or
distress to individuals, or reputational damage to the Contractor or the Authority if it were
lost or stolen.

e The Contractor must ensure that the level of security applied to office-located devices is
applied to ECC data on removable media being used away from the office.

e Personal data must only be held on removable digital media for transfer purposes and
must be securely deleted once copied to its formal storage location.

e The Contractor must maintain a removable media policy for the storage of information
that:

= Controls access to, and the use of removal media.
= Limits the type of media that can be used,
= Defines user permissions, and the information types that can be stored.

= Ensures that all clients and hosts automatically scan removable media for malware
before first use, and any subsequent data transfer takes place
e Where removable media is to be reused or destroyed, appropriate steps should be
taken to ensure that previously stored information will not be accessible.

e The Contractor must ensure that employees are aware of the importance of correctly
addressing emails (as with hard-copy mail), to reduce instances of loss of ECC data or it
being received by an incorrect recipient.

e Where the Contractor needs to send Official-Sensitive ECC data by email (or post), the
Contractor must ensure that employees have been authorised to do so and follow the
security classification requirements.

e Where secure email facilities are not available, emails must be sent with the Official-
Sensitive ECC data in a password protected attachment, with the recipient informed of
the password via an alternative method to email.

e Where the Contractor’s employees send ECC data to the incorrect recipient, the
Contractor must manage this as an Information Breach and ensure the data is
recovered. If the data is personal this must be reported to ECC in line with the
Information Breach Process in order to consider further actions in regards to the data
subject and supervisory authority.
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Secure Email

e Where the Contractor has access to secure government systems such as PSN (GCSx),
CJSM etc and the recipient is able to receive securely, then these facilities must always
be used to send Official-Sensitive ECC data.

e Where the Contractor has access to accredited secure email tools then these facilities
must always be used to send Official-Sensitive ECC data.

Information Management

Accessibility

e The Contractor must ensure that ECC data held on its systems is maintained in such a
way that those who have the rights to access can:
= Do so promptly;
= Easily identify and locate information
= Easily establish the most current and complete version
= Understand who they may share it with and under what circumstances
= Easily establish audit trails of services delivered and related authorisations, for use
in ECC performance monitoring and internal or external auditing.

Data Quality

The Contractor must provide quality data processes to support effective service delivery and
decision making. Quality data has the following characteristics:

e Accurate: It must provide a true account of what it is intended to represent to enable
informed decisions to be made. Limitations in the level of accuracy must be stated to help
appropriate interpretation of resulting information. Maintaining the accuracy of Personal
Data is a requirement of Data Protection law

e Valid: Data must appropriately reflect what it is intended to measure or report

e Reliable: Data must be consistently calculated, recorded, analysed and reported over
time in a way that provides a meaningful reflection of the situation to give managers and
stakeholders confidence that progress towards targets reflects real changes rather than
variations in data collection approaches

e Timely: Data must be available frequently and captured promptly enough to be of value

¢ Relevant: Data must be defined/ selected, collected, recorded and analysed with the
intended use and audience in mind so that it is fit for purpose and adds value.
Consideration should be made towards using anonymisation or psuedonymisation
techniques at all times to comply with the Data Minimisation principle in Data Protection
law

e Complete: Data must be complete and comprehensive to ensure it provides a full picture
of a current situation, and caveated where it is incomplete

The Contractor must support regular reviews, sample auditing and provide feedback to achieve
and maintain an acceptable standard of data quality.
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Acceptable Personal Use

Where information facilities (such as email) can be used to access ECC data, but can also be
used for personal purposes, the Contractor must:

e Have a clear policy on what constitutes acceptable personal use,

e Communicate this to all individuals who access ECC data
Where such use is permitted, the Contractor must ensure that activity can be evidenced in the
event of ECC data being misused, resulting in an information breach.

Use of ECC’s Sharepoint Collaboration Sites

Where the Contractor is granted access to Sharepoint collaboration sites hosted by ECC which
allow the sharing and editing of information of mutual interest, the Contractor must ensure that
they adhere to the Sharepoint Collaboration Site Guidelines.

Federated Online Messaqging (E.g. Microsoft Lync and Skype for Business)

e Where the Contractor has federated online messaging functionality with ECC, the facility
must not be used for the transfer of Official-Sensitive data and must not be the medium
used to communicate and record contract decisions and actions.

e The Contractor must evidence appropriate policies and practices in its use of online
messaging facilities in order for ECC to approve and maintain federation.

Caldicott principles

The Contractor must observe the Caldicott Principles when processing health and/or social care
data, which are set out below:

1. Justify the purpose(s) - Every proposed use or transfer of personal confidential data
within or from an organisation should be clearly defined, scrutinised and documented,
with continuing uses regularly reviewed, by an appropriate guardian.

e 2. Don’t use personal confidential data unless it is absolutely necessary - Personal
confidential data items should not be included unless it is essential for the specified
purpose(s) of that flow. The need for patients to be identified should be considered at
each stage of satisfying the purpose(s).

e 3. Usethe minimum necessary personal confidential data - Where use of personal
confidential data is considered to be essential, the inclusion of each discrete item of data
should be considered and justified so that the minimum amount of personal confidential
data is transferred or accessible as is necessary for a given function.

e 4. Access to personal confidential data should be on a strict need-to-know basis -

Only those individuals who need access to personal confidential data should have access
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to it, and they should only have access to the data items that they need to see. This may
mean introducing access controls or splitting data flows where one data flow is used for
several purposes.

e 5. Everyone with access to personal confidential data should be aware of their
responsibilities - Action should be taken to ensure that those handling personal
confidential data — both clinical and non-clinical employees — are made fully aware of
their responsibilities and obligations to respect patient confidentiality.

e 6. Comply with the law - Every use of personal confidential data must be lawful.
Someone in each organisation handling personal confidential data should be responsible
for ensuring that the organisation complies with legal requirements.

e 7.The duty to share information can be as important as the duty to protect patient
confidentiality - Health and social care professionals should have the confidence to
share information in the best interests of their patients within the framework set out by
these principles. They should be supported by the policies of their employers, regulators
and professional bodies.

Protective Measures

ECC requires its Contractors to have relevant technical and organisational measures (Protective
Measures) in place to protect ECC Data. As well as the supplier of a solution/service, this also
applies to any sub-contractors/sub-processors the Contractor uses (or intends to use) to provide
the solution/service — any that will access, process, store or communicate information, or provide
IT infrastructure components. It's the Contractor’s responsibility to check that all these parties
have relevant Protective Measures in place.

ECC requires Contractors follow best practice guidance and have in place Protective Measures in
line with the following:

e National Cyber Security Centre (NCSC)‘s 10 Steps To Cyber Security
e The Information Commissioner’s Office (ICO) Practical guide to IT Security
e NCSC’s Cyber Essentials

The ‘key’ requirements of these have been broken down in Appendix D — Protective Measures.
and their expected outcomes explained. Examples of the technical and organisational
measures that you may have chosen to implement to accomplish these are also provided. You
may not be familiar with some of the terms used in the examples so Appendix E - Glossary of
Terms has been provided to assist you. The examples are current at the time of writing this
policy, but please check the links above to ensure you adhere to the latest NCSC and ICO
guidance.

The need to appropriately manage risks applies to all Contractors but the ways in which this is
done may vary with company size. Examples have therefore been provided for
contractors/suppliers with designated IT functions (Corporate IT category), as well as for Small
Businesses. A description of both of these categories is detailed in Appendix C — Business

Categories.

Where certification or accreditation is held by the Contractor that demonstrates the Protective
Measures that are in place (such as a Cyber Essentials Certificate), this could be provided as
evidence to ECC by emailing informationgovernanceteam@essex.gov.uk
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Appendix A — SharePoint Collaboration Site Guidelines

Where the Contractor is granted access to SharePoint sites hosted by ECC which allow the
sharing of and collaboration on information of mutual interest, the Contractor must ensure that:

e There is a register maintained of employees who have access to sites, and that the
access is at all times necessary and therefore valid and available for auditing by ECC.

e Where employees leave the organisation, or when they change to a role which no longer
requires access or when access credentials have been compromised, the Contractor
must inform the relevant ECC SharePoint Site Manager to allow accounts and
permissions to be managed accordingly

e Those with rights to add or edit documents must comply with the ECC Site Owner’s
requirements over assigning document metadata, titling conventions and correct
document library storage

e Copies of documents containing ECC data available on the sites are not stored outside of
the site or shared/ disclosed beyond the permissions group of the site without the
permission of the Site Owner.

e Where a site is accessible by a number of Contractors, Suppliers and Partners, any
information which a Contractor does not wish to be available to anyone other than ECC
and its own employees must be stored in a document library for the appropriate
audience, provided by ECC.

e Its employees are aware that all information on the site is accessible to ECC and is
information held by ECC for the purposes of the Freedom of Information Act (2000), with
the Contractor offered the opportunity to present prejudice and public interest cases prior
to disclosure.

e Where the Contractor is a Public Authority under Schedule 1 of the Freedom of
Information Act (2000), its employees must be aware that disclosure of any ECC data
stored on a site in response to requests for information must be referred to ECC for
clarification on whether the data is held for the purposes of the Act, and if so, for
consideration of valid exemptions.
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Appendix B - ECC ID Cards and Building Security Policy

You must not allow anyone to follow you through a security door (tailgating) without
clearly displaying a valid ID Card.

You must carry your ECC ID Card or Visitor pass and display it at all times when in ECC
buildings, or to prove to a member of the public or staff of another organisation that you
are representing ECC on official business. Otherwise, when outside of ECC premises
you should keep your pass hidden to ensure personal security.

You must not share your ECC ID Card with anyone, or share door codes or keys with
unauthorised people.

If you find a lost ECC ID Card, you must hand it in to the nearest reception or security
office.

If you lose your pass or it is stolen, you must report it to Mitie Security.

All leavers must hand their pass to their line-manager as part of the leavers’ process.
You must supervise all visitors that you allow into a secure work area at all times until
they leave.

You must ensure door codes and security alarms are changed regularly.

All employees must ensure offices are secure if they are the last person to leave at the
end of the working day.

Mitie security must perform regular checks of staff compliance with this policy.

All employees/ agency workers/ consultants/ elected members must assist Mitie Security
with checks of compliance with this policy.

Any ID Card which provides access to ECC buildings, or visibly identifies a person as
being employed by ECC (or by an employer in partnership or under contract to ECC), or
visibly identifies that a person has been approved by ECC to carry out a service, must be
provided and recorded by Mitie.

If you are a line manager or are approving requests on behalf of partner or supplier staff,
you must ensure that any access rights you approve on staff application forms are valid.
The Information Governance Team must maintain a list of partners and contractors who
are approved to have ECC ID Cards.

If you are a Commissioner of an external service provider or are managing the
relationship with a partner who is authorised to use ECC ID Cards, you must ensure the
third party complies with this policy and the Procedure for Managing ID Cards.
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Appendix C — Business Cateqories

Small Business Category Corporate IT Category

ECC data on server ECCdata j rvices

@_.—/@\ .8 B B

WWW.Xyz.com

[ ] [

WWW.Xyz.com ---
1 ECCdata

Ar— . .
ECC data on device ECC data in cloud services = ECC da.ta with third

or with a third party P a— device party

|
Possible scenarios may include: Possible scenarios may include:

e Simple IT configuration plus use of cloud services such as Private or corporately managed cloud services used to store ECC data.

webmail or cloud storage containing ECC data. Third parties providing additional services and processing or storing
e Simple IT configuration plus a third party provider processing ECC data.

or storing ECC data.

e Self-employed or Micro business (0 to 9 employees) ¢ Medium business (50 to 249 employees)
e Small business (10 — 49 employees) without a designated IT e Large organisation (250 + employees)
function e Any size organisation with a designated IT function
e Simple IT configuration — maybe single device storing ECC e Likely to include servers, networks, end user devices and firewalls.
data. e More complex IT configuration with central management of services.
[ J
[ J
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Appendix D — Protective Measures

Technical Security Protective Measures - Guidance and Examples

This section provides guidance and examples of Technical Security Measures.
#ﬂ'.

All devices that connect to a network, or share information via removable media, are at risk from malware. From the smallest solution/service
with one mobile phone, to the largest with multiple networks, information requires appropriate protection from Malware. There are numerous
ways of achieving the ‘Malware Protection’ requirement, and below you’ll find examples of Technical Security Measures that your organisation
may have chosen to implement:

Malware Protection: The systems in the solution/service provided must be appropriately protected from
malware (e.g. Viruses, Worms, Trojan’s, Ransomware etc.)

Measure Heading

Example Measures and Actions (Small Business)

Example Measures and Actions (Corporate IT)

Use anti-malware solutions
to detect and prevent
malware.

Configure anti-malware
solutions to be as effective
as possible, and detect and

prevent the ‘latest’ malware.

Prevent access to unsafe
internet content.

Control what applications
users can install, and what
applications can run.

Manage the risks presented
by removable media.

Implement an anti-malware solution that provides
appropriate protection for all devices used, including
smart phones and tablets.

Configure solution to: Keep up to date, Scan files
upon download or access, Quarantine or remove
suspicious or infected objects, Scan emails for
malware, and remain Switched on; Configure in
accordance with NCSC End User Device guidance

Use a content filter to scans web pages for malware
and prevent connections to malicious websites.

Prevent users from being able to install any
application that’s unapproved, is unsigned or has an
invalid signature (or instruct them not to); Implement
an application whitelisting system that only allows
approved applications to run; Only use mobile phone
/ tablet apps from manufacturer-approved stores
Scan all media for malware upon connection;
Disable auto-run; Restrict/Prevent use of media.

As per Small Business Category + Develop and
Implement anti-malware policies and standards.

As per Small Business Category

As per Small Business Category

As per Small Business Category + Run code of
unknown origin within a 'sandbox’ that prevents
access to other resources unless permission is
granted by the user.

As per Small Business Category
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and maintained.

Secure Configuration: The systems in the solution/service provided must be securely configured

All solutions/services provided generally involve the use of at least one end user device to process information. Whether a single or multiple
device setup, they must all be configured securely so information is appropriately protected. There are numerous ways of achieving the
‘Secure Configuration’ requirement, and below you’ll find examples of Technical Security Measures that your organisation may have chosen to

implement:
Measure Heading

Example Measures and Actions (Small Business)

Example Measures and Actions (Corporate IT)

Secure End User Devices.

Secure Servers and
Applications.

Secure and manage
Hardware and Software.

Control how removable
media is used.

Create and manage
backups.

Manage vulnerabilities.

Remove software and services that aren’t required or
supported, and unnecessary accounts; Change default
passwords, Enable full disk encryption; Lock down system
to control user actions; Require a unique ID and strong
password to logon / access files and services; Securely
configure ‘mobile’ devices; Enable ‘Remote Wipe’ facility;
Adopt NCSC EUD guidance; Manage Changes.

Configure securely; Harden systems; Disable or delete
unnecessary accounts, ports and services; Limit access;
Perform security testing.

Create hardware and software inventories; Perform asset
management; Configure hardware and software securely;
Change default passwords.

Control use; Enforce encryption; Prevent use; Disable auto-
run feature; Ensure malware scan upon access.

Ensure backups are: Appropriate, Regular, Tested and
Protected

Turn on automatic software updates; Check for
vulnerabilities by running a scanning tool.

As per Small Business Category + Create secure
locked down baseline builds; Implement a mobile
device policy; Implement Change and
Configuration Management policies.

As per Small Business Category + Use secure
hardened baseline builds; Commission
Penetration tests.

As per Small Business Category + Implement
secure baseline builds for hardware; Implement an
asset management policy.

As per Small Business Category + Implement a
policy; Control use; Formally issue media; Control
data type permitted to be stored; Secure
destruction.

As per Small Business Category + Implement a
formal backup policy

As per Small Business Category + Implement a
policy; Regularly run a scanning tool, to identify
vulnerabilities, and then resolve them.
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Account Provision & Management: The solution/service provided must include an account provisioning

and management process, and privileged access must be controlled.

Whatever solution/service is being provided, it's important that only those authorised can access the information within it. It's therefore
important that user accounts are appropriately managed; only the minimum level of access granted, and the number of privileged accounts
restricted. There are numerous ways of achieving the ‘Account Provision & Management’ requirement, and below you’ll find examples of
Technical Security Measures that your organisation may have chosen to implement:

Measure Heading

Example Measures and Actions (Small Business)

Example Measures and Actions (Corporate IT)

Control User Account
creation.

Prevent unauthorised
access to devices,
networks, systems and
services.

Manage User accounts.

Control and manage

‘Privileged’ User accounts.

Perform Password
management.

Develop a process to control the user account creation
process, and ensure all account requests are
approved.

Require uses to authenticate using a unique user name
and strong password before granting access;
Implement two-factor authentication (2FA), where
available / appropriate; Limit the number of failed logon
attempts possible before account lockout; Ensure
correct account privileges are set

Ensure users have the minimum permissions required;
Review permissions regularly; Issue ‘standard’ user
accounts to users, and to administrators for normal
activities; Promptly cancel accounts when users leave;
Suspend/remove accounts not recently used.

Restrict the number; Regularly review; Prevent
accounts from accessing email or the internet.

Enforce use of ‘strong’ passwords, include a minimum
of 8 alpha numeric characters and no maximum;
Change compromised passwords promptly; Consider
the use of PINs or touch-ID; Review the NCSC
password guidance; Implement a password policy.

As per Small Business Category + Implement
policies, standards and processes covering account
creation and, user authentication & access control.

As per Small Business Category + Limit access to
the audit system and protect the integrity of logs.
Ensure correct account privileges are set.

As per Small Business Category.

As per Small Business Category.

As per Small Business Category.
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Updating Software: The software used in the solution/service provided must be kept up to date.
c|emm 2.

Software that’s not kept up to date is more at risk to an attack, as it is likely to contain exploitable vulnerabilities. It's therefore important to keep
software on all devices (from mobile phones to servers) up to date, and apply any security updates that are made available. There are numerous
ways of addressing the requirement to keep software up to date, and below you’ll find examples of Technical Security Measures that your
organisation may have chosen to implement:

Measure Heading

Example Measures and Actions (Small Business)

Example Measures and Actions (Corporate IT)

Ensure Software is licensed
and supported to ensure
security patches remain
available.

Regularly update Software.

Promptly install Security
updates.

Keep Anti-malware software
up to date.

Keep Mobile devices up to
date.

Manage Vulnerabilities in
software.

Regularly check software is licensed and supported in
order that vendors should continue to provide security
patches and updates; Remove any software from
devices that is no longer supported.

Configure operating systems and other software to
update automatically; Check for updates to
applications and network devices, and install where
appropriate.

Ensure software is patched within 14 days of an
update being released, where the update fixes
vulnerabilities with a severity the product vendor
describes as ‘critical' or 'high risk'.

Set anti-malware to either automatically update itself
(both signatures and engine updates) or utilise an
alternative ‘regular’ update method.

Install all appropriate updates available for mobile
devices.

Perform vulnerability scans to identify any
vulnerabilities / security updates that have not been
installed.

As per Small Business category.

As per Small Business where appropriate + Develop
and implement a patching process that covers the
installation of software updates from vendors and
security patches with in an appropriate timeframe.

As per Small Business category

As per Small Business + Include the updating of
malware protection in the patching process.

As per Small Business category.

As per Small Business category + Perform vulnerability
scans to identify vulnerabilities; Arrange Penetration
tests; Where it's not possible to patch a vulnerability,
take steps to make it very difficult to exploit.
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§ ~ | Network Protection: The networks used in the solution/service provided must be protected from external

,f

and internal attacks.

Even the smallest solutions/services provided generally involve connecting to a network, the Internet for example. Appropriate action must
therefore be taken to prevent unauthorised access to the information flowing across these. There are numerous ways of achieving the ‘Network
Protection’ requirement, and below you’ll find examples of Technical Security Measures that your organisation may have chosen to implement:

Measure Heading

Example Measures and Actions (Small
Business)

Example Measures and Actions (Corporate IT)

Protect the network perimeter.

Protect Internal networks,
where present.

Protect all network connected
devices.

Correctly configure and
manage Firewalls.

Secure connections.

Manage network
vulnerabilities.

Implement well configured boundary firewalls
between computers (and internal networks where
used) and the internet. These are often present in
home Internet routers.

Implement appropriate firewalls; Prevent untrusted
devices connecting to the network; Separate or
limit access between network components.

Implement correctly configured firewalls or
equivalent network devices to protect each.

Change default firewall administrative passwords;
Protect or disable remote administrative access;
Block unauthenticated inbound connections by
default.

Use a VPN; Use HTTPS links; Secure wireless
access points; Ensure only secure wireless
connections are used; Protect devices connecting
to untrusted networks, by installing Host based /
Personal firewalls on devices; Enable the Windows
firewall.

Turn on automatic software updates where
available / appropriate; Apply security patches
provided by vendors.

As per Small Business Category + Manage access to
ports, protocols and applications; Deploy malware
checking solutions and reputation-based scanning
services at the perimeter.

As per Small Business Category + Create de-
militarised zones; Isolate critical business systems

As per Small Business Category

As per Small Business Category + Implement Firewall
rule management and approval process; Remove /
disable firewall rules promptly when not needed,;
Create firewall & Router baseline security builds.

As per Small Business Category

As per Small Business Category + Perform
Vulnerability scans; Commission Penetration tests +
Perform simulated cyber-attack exercises.
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Third party services: Any third party services used (including ‘Cloud’ services) in solution/service to be provided
must include appropriate Technical Security controls.

A wide range of online services require users to transfer data to remote computing facilities (including the ‘Cloud’). Data processed in these
represents a risk, as personal data the organisation is responsible for, leaves its network to be processed by third party systems. It's therefore
important that organisations gain assurance that all the third parties they use (with data access) have appropriate security measures in place.
Where one or more third party services (including ‘Cloud Services) form part of the solution/service being provided, ECC requires
organisations to gain independent verification of the security, privacy and compliance controls in place in those services. There are numerous
ways of achieving this requirement, and below you’ll find examples of ways that your organisation may have chosen to do this:

Assurance

Example ways of obtaining assurance (Small Business and Corporate IT Categories)

The location where the data will
reside will be suitable.

Appropriate service protection
will be in place.

Cloud services will comply with
NCSC’ Cloud Security Principles

The Third party will treat data with
an appropriate level of security.

Appropriate authentication will be
in place.

There is appropriate certification
and regulatory compliance.

Data will be appropriately
destroyed, where required.

Appropriate contracts are in
place.

Check what data will be stored in the ‘Cloud’; Check what country the data will be hosted in and
whether it complies with the requirements of the Data Protection Act 2018.

Assurance of: Secure configuration of Service; Appropriate malware protection, Account Management
and Logging and monitoring facilities; Networks protected from attack; Software is updated. Evidence
of Penetration tests, Security audits of Systems containing data; Security assessments of the provider.

Confirm how service provider will meet the goals the principles specify; Check responsibilities are clear
and agreed. Some are the service providers responsibility, some the consumer, and some both parties.

Data will be treated with at least the same level of security as your organisation would; Evidence of the
required polices being in place; Inspect the service provider’'s premises and ensure it's as you'd expect.

Determine whether it is appropriate to use ‘two factor authentication’, especially for remote access to
your data in the cloud.

Evidence of the certifications the service/solution has achieved and the standards it complies with, ISO
27001 and the Payment Card Industry Data Security Standard for example; Regulatory compliance.
|

If service provider is used to erase data and dispose of or recycle your IT equipment, check to make
sure it is done adequately / securely.

Check written contracts are in place and require the service provider to act only on your organisations
instructions and comply with certain obligations of the Data Protection Act.
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A .Logging and Monitoring: The solution/service provided must include logging and monitoring of appropriate
W

device, system and network events.

The devices and systems used in solutions/services are all likely to produce alerts (or can be configured to so). From Smart phones to
Servers, when events requiring action occur, alerts are likely to be issued, so need to be monitoring, some requiring immediate attention.
There are numerous ways of achieving the ‘Logging and Monitoring’ requirement, and below you’ll find examples of Technical Security
Measures that your organisation may have chosen to implement:

Measure Heading

Example Measures and Actions (Small Business)

Example Measures and Actions (Corporate IT)

Implement appropriate
Logging and Monitoring
solution(s).

Ensure the logging and
monitoring solution issues
alerts for appropriate
events.

Monitor and respond to
alerts from the logging and
monitoring solution(s) in
place.

Monitor the network for
attacks (where appropriate).

Test logging and monitoring
works and is effective.

Determine ‘what’ needs to be monitored and ‘how’ it will
be accomplished (a tool, manually etc.) and implement;
Enable event logging on what'’s to be monitored -
devices, systems, networks, user activity etc.

Configure any monitoring tools used to automatically
generate security alerts, for events you class as
important.

Monitor for alerts, including for instance: Security
messages Anti-malware, Software Update messages,
Unexpected system activity, Unexpected user activity,
where appropriate to monitor (including access to
sensitive information), Use of privileged accounts, and
Systems/Data misuse. Define what actions should be
taken upon receiving alerts, to avoid delay.

Identify legitimate software / services that run on your
network, and monitor for exceptions (where
appropriate); Use anti-malware software that includes a
Personal Firewall service, which provides real time
threat alerts.

Regularly test monitoring, and its effectiveness.

As per Small Business category + Develop a
strategy & supporting policies; Use centralised
and synchronised timing source to ensure log
timing accuracy.

As per Small Business category + Fine tune
monitoring solution; Implement centralised
solution to collect and analyse events.

As per Small Business category + Ensure logging
and monitoring is as per polices; Inspect and
analyse logs for unexpected activity + Identify
unauthorised or accidental misuse of systems /
data; Tie specific users to suspicious activity.

As per Small Business category + Check inbound
and outbound traffic traversing network
boundaries, to identify unusual activity; Use
Network intrusion detection & prevention tools.

As per Small Business category
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[ Organisational Security Protective Measures - Guidance and Examples ]

This section provides guidance and examples of Organisational Security Measures.

Risk Management: You must assess and document the threats and risks to your organisation and information and

manage them appropriately.

Organisations rely on technology, systems and information and the risk to these must be assessed and reviewed to establish the level of

security that is right for you.

Below you’ll find examples of Organisational Security Measures that you may have chosen to implement, in order to accomplish this

requirement:
Measure Heading

Example Measures and Actions

Consider all processing

Consider all processes and systems involved in the storage, use and disposal of information.
Understand the value of sensitive or confidential information and the risks related to this such as
reputational damage, or distress to individuals if this was put at risk.

Conduct an assessment of any system or hosting solution which holds personal data. Where
necessary, a Data Protection Impact Assessment should be completed.

Understand your risk
tolerance

Agree and document what risks you are prepared to tolerate in pursuit of your business objectives.
Agree and document what risks are unacceptable to your organisation.
Risks should be documented in a risk register which is regularly reviewed.

Maintain engagement at all
levels of your organisation

There should be senior ownership and oversight of risks.

Produce guidance, policies training and statements that help individuals at all levels throughout the
organisation make appropriate risk based decisions.

Risk management needs to be organisation-wide, driven by corporate governance from the top down,
with user participation demonstrated at every level of the business.

Use endorsed schemes or
standards

Consider adopting the Cyber Essentials Scheme. It provides guidance on the basic controls that
should be put in place to manage risk of online cyber attack.

Consider the application of recognised sources of security management good practice, such as the
ISO/IEC 27000 series of standards.

Consider the application of the NCSC Cloud Security Principles
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
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Education, Awareness and Training: You must effectively support your staff with the right tools and awareness.

Staff have a critical role to play in your organisation’s security. Training and communications will support a security conscious and compliant
culture in your organisation and help to identify risks early.
Below you’ll find examples of Organisational Security Measures that you may have chosen to implement, in order to accomplish this

requirement:
Measure Heading

Example Measures and Actions

Recognise threats

Train your staff to recognise threats such as phishing emails and other malware.

Alert staff to the risks involved in posting information on social networks or sites you have not have
approved the use of.

Ensure those with responsibility for information security maintain their awareness by reading security
bulletins and newsletters relevant to your organisation.

Register for security bulletins from the National Cyber Security Centre - hitps://www.ncsc.gov.uk/threats

Ensure understanding at all
levels

Encourage general security awareness across all levels of staff.

Provide appropriate training and education that is relevant to a staff member’s role and refresh it
regularly.

Encourage staff to participate in knowledge sharing exchanges with peers across your organisation and
beyond.

Formally assess the knowledge of staff playing key roles in your organisation such as system
administrators and those managing incidents and data protection matters.

Incident reporting culture

Enable a culture that empowers staff to voice their concerns about poor information handling and
security practice, without fear of recrimination.
Have documented disciplinary procedures for breaches of your organisation’s policies.

Training

All members of staff should complete induction training that includes your organisation’s approach to
information management and data protection.

Training should be refreshed at regular intervals.

Staff should be regularly made aware of your policies and procedures.
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Home and mobile working: You must assess the risks presented by mobile working and remote access to systems.
Where this type of working is in place it will be supported by documented policies and procedures.

Mobile working and remote access extends the transit and storage of information (or operation of systems) outside of the corporate
infrastructure, typically over the Internet. Mobile devices will also typically be used in spaces that are subject to additional risks such as oversight
of screens, or the theft/loss of devices. Without sound mobile working and remote access practices, you as a Contractor and the data you
process on behalf of ECC might be vulnerable.

Below you’ll find examples of Organisational Security Measures that you may have chosen to implement, in order to accomplish this
requirement:

Measure Heading Example Measures and Actions

Assess the risks e Assess the risks associated with all types of mobile working and remote access and document these in a
risk assessment. The risks to the corporate network or systems from mobile devices should be assessed
and consideration given to an increased level of monitoring on all remote connections and the systems
being accessed.

e Cover the use of connecting to unknown Wi-Fi hotspots such as hotels or coffee shops.

e Ensure you review and update this risk assessment regularly.

Create policies and e Policies and procedures should be written and regularly reviewed an updated that address the risks

procedures identified in your risk assessment.

Good policies and procedures will enable you to ensure you address the risks in a consistent manner
and integrate well with business processes.

¢ Include a process for authorising users to work off-site.

e Document the type of information or services that can be accessed from home and mobile locations.

Educate users and maintain e Users should be trained on the use of their mobile device for the locations they will be working in. Users

awareness should be supported to look after their mobile device and operate securely by following clear procedures.

This should include direction on:

o Secure storage and management of user credentials

o Incident reporting

o Environmental awareness (the risks from being overlooked, leaving your screen unlocked etc.)

Minimise data e Where data is not required in a home or remote working location consider not having it stored on the
devices used. If the data is required for this type of working, ensure it is appropriately secured in line with
the requirements of this policy so it cannot be accessed in the event of loss, theft or device sharing.
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Information Breach Management: You must establish effective incident management policies and processes.

Information breaches will inevitably happen and will vary in their level of impact. All incidents need to be managed effectively, particularly where
they may result in a high risk to the rights and freedoms of Data Subjects.

Below you’ll find examples of Organisational Security Measures that you may have chosen to implement, in order to accomplish this
requirement:

Measure Heading Example Measures and Actions

Define roles and Appoint and empower specific individuals to handle incidents.

responsibilities Have in place clear processes to enable those handling incidents to make decisions.

Ensure that the contact details of key staff are readily available to use in the event of an incident.

Provide specialist training where required to staff handling incidents.

Define who will liaise with contracted partners where applicable.

Ensure regularly occurring or similar incidents are reviewed to find the root cause to prevent further

occurrences.

¢ Review the organisational response and update any relevant policies or user training that could have
prevented the incident from occurring.

Establish a formal e All staff should be made aware that any abuse of the organisation’s security policies will result in

disciplinary process disciplinary action being taken against them. All sanctions detailed in policy should be enforceable at a

practical level.

Analyse incidents
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Appendix E — Glossary of terms

Glossary of Terms

This policy may contain some terms you are unfamiliar with, so brief summaries have been
provided. You are advised to search on-line to gain a more in depth understanding of any terms you

are unfamiliar with.

Term

Explanation

Account permissions /
privileges

Control what an account can access and what actions it can perform.

Anti-malware (also known
as anti-virus)

Software products that identify and protect against infections caused
by many types of malware, including viruses, worms, Trojan horses,
rootkits, spyware, Keyloggers, ransomware and adware.

Authentication The process in which user credentials provided (e.g. ID and
password) are compared to those on file in a database of authorised
users’ information on a local operating system or within an
authentication server. Authorisation is granted if credentials match

Auto-run A facility in operating systems, that when enabled, allows certain files

types to automatically run when introduced into a system

Cloud Computing / Service

Remote computing facilities on demand, accessed via the Internet,
and provided by a Cloud Service Provider

Configure / Configuration

In the context of this questionnaire, the meaning of configure can be
seen as similar to ‘setup’: When a new device or program is
installed, a number of options are sometimes provided to allow it to
be configured. The installer choses from these in order to control
how the program / device will function, and in a lot of cases this
includes setting how secure it will be. Configuration is the way
something is configured. More details can be found in the Cyber
Essentials scheme.

Controls (Security)

Safeguards or countermeasures to avoid, detect, counteract, or
minimise security risks to physical property, information, computer
systems, or other assets. SANS provide a good write up on these.
Search for ‘Security Controls’ on their site.

Demilitarized zone

A physical or logical sub-network that separates an internal local area
network (LAN) from other untrusted networks, usually the Internet.
External-facing servers, resources and services are located in the
DMZ so they are accessible from the Internet but the rest of the
internal LAN remains unreachable.

Designated IT function

A function in an organisation dedicated to providing / supporting
Information Technology. It sometimes outsourced to a third party

Encryption (Data)

Translation of data into a secret code. To read an encrypted file, you
must have access to a secret key or password, to decrypt it.

Encryption (Full Disk)

All data on the computer’s hard disk is converted into a form that
cannot be understood by anyone who doesn’t have the key to “undo”
the conversion. Without the proper authentication key, even if the
hard drive is moved into another machine, data remains inaccessible.
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Term

Explanation

End User Devices

Computing devices organisations issue to their users to perform their
role. Examples are workstations, laptops, smartphones and tablets.

Firewall (Boundary)

Network device that can restrict inbound and outbound network traffic
to services on its network. It helps protect against cyber-attacks by
implementing restrictions, known as ‘firewall rules’, which can allow
or block traffic. These are often included in Internet routers.

Firewall (Host based)

Software based firewall that works in the same way as a boundary
firewall but only protects the device it is installed on. These often
come as part of Anti-malware / Internet Security packages, and are
also included in some operating systems.

Hardening The process of enhancing server security through a variety of means
which results in a more secure server operating environment. It
includes limiting entry points by blocking unused ports and protocols
as well as disabling services that are not required.

Hyper Text Transfer This is the secure version of HTTP, the protocol over which data is

Protocol Secure (HTTPS)

sent between your browser and the website that you are connected
to. The 'S’ at the end stands for 'Secure'. In this, all communications
between browser and the website are encrypted. Some browsers
indicate this by displaying a padlock icon in the address bar.

ICT

Stands for ‘Information and Communications Technology’, which
covers any product that will store, retrieve, manipulate, transmit or
receive information electronically in a digital form, e.g. PC’s
Laptops, Servers, smart phones and laptops.

Information Risk
Assessment

An IT risk assessment is a document that reviews the possible
threats an organisation faces, natural and/or man-made. These
threats are weighted by the likelihood of occurrence and then
multiplied by their effect on the operation. The result is a value that
you can use to determine if you wish to protect against the threat
(mitigate or eliminate it), or ignore it.

Lockdown build / software

Restrict the functionality / actions a user can perform on a system.
e.g. Prevent users from being able to install or de-install applications.

Malware

Software which is specifically designed to disrupt, damage, or gain
authorised access to a computer system.

Monitoring solution

A solution that provides the ability to detect actual or attempted
attacks on systems and business services, and allows organisations
to effectively respond to attacks. It also allows checks to be made
that systems are being used appropriately in accordance with
organisational policies. Monitoring is often a key capability needed to
comply with legal or regulatory requirements.

National Cyber Security
Centre (NCSC)

The UK’s authority on cyber security and part of GCHQ. Their
purpose they state is to reduce the cyber security risk to the UK by
improving its cyber security and cyber resilience. Provides useful
guidance on security: https://www.ncsc.gov.uk/index/guidance.
This includes videos on Information Security for Small Businesses.
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Term

Explanation

Network (Internal)

A company’s private network on which their internal IT systems sit.
This may be connected to the Internet via a firewall / router.

Network (Perimeter)

The boundary between the private and locally managed-and-owned
side of a network and the public and usually provider-managed side
of a network (internet).

Network (Trusted)

A network that is under the control of the organisation (network
manager / administrator)

Network (Untrusted)

A network that is external to the networks belonging to an
organisation, and which is out of the organisation’s ability to control
or manage. The Internet is an example of an untrusted network.

Outcomes

The way something turns out, or you want it to turn out. Something
that occurs as a result of actions taken. In the context of this
questionnaire, one of the required outcomes is protecting the solution
/ service from malware, as a result of implementing appropriate
security controls (antimalware software and controls).

Patches (and patching)

Pieces of software designed to update computer programs or its
supporting data, to fix or improve it. Includes fixing bugs and security
vulnerabilities. Patching is the process of installing patches.

Penetration test

Authorised simulated attack on a computer system that attempts to
exploit vulnerabilities to determine whether unauthorised access or
other malicious activity is possible. Manual penetration tests layer
human expertise on top of professional testing software and tools.

Phishing attacks

A form of fraud in which an attacker tries to learn information such as
login credentials or account information by masquerading as a
reputable entity or person in email, IM or other communication
channel.

Privileged access

Access permissions greater than those of a ‘standard’ user account.
This may allow the account to access additional data, or make
changes to settings and install software. Some privileged accounts
have dedicated names such as Administrator.

Remote wipe facility

A facility that allows an administrator to send a signal to a lost or
stolen device to locate it, and if necessary, securely delete its data.

Removable media

Any type of storage device that can be removed from a computer
while the system is running. Examples are: CDs, DVDs, Blu-Ray
disks, Memory sticks and other USB based storage media.

Sandbox

An isolated, safe environment, which imitates an entire computer
system. Within it, suspicious, untested or untrusted programs can be
executed to monitor their behaviour and understand their intended
purpose, without endangering an organisation’s network.
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Term

Explanation

Secure Baseline build /
Standard build / Standard
configuration / Gold build

A minimum specified security configuration created for ICT systems,
covering clients, mobile devices, servers, operating systems, network
devices (e.g. firewalls and routers) and applications. Functionality,
services, and applications that are not required are removed or
disabled. Builds are subject to configuration control, and any
deviation or changes made, documented and formally approved.

Security updates

Software updates released by vendors for the purpose of fixing
security vulnerabilities in software.

Two factor authentication
(2FA)

A twostep verification that provides an extra layer of security, known
as "multi factor authentication”. It requires not only a password and
username to be entered, but also something that only that user has
on them. e.g. Physical token or code texted to mobile phone

User account (Standard)

An account that is restricted, but allows users to perform general day
to day activities. It cannot be used however to perform such actions
as install or modify software and change system settings.

User account (Privileged)

An account that has permissions additional to that of a ‘standard’
user account. This may allow the account to access additional data,
or make changes to settings and install software. Some privileged
accounts have dedicated names such as Administrator.

Virtual Private Network
(VPN)

Technology that creates a safe and encrypted connection over a less
secure network, such as the internet. Data travels through secure
tunnels and to gain access, VPN users must use authentication
methods such as passwords, tokens and other unique identification
methods. VPN was developed as a way to allow remote users /
branch offices, secure access to corporate applications/ resources.
NCSC End User Device VPN guidance.

Vulnerability scan

A scan of computers, networks, and communications equipment that
identifies classifies and reports on vulnerabilities (weaknesses)
found, and appropriate counter measures available. A number of
vulnerability scanning tools are available that perform this function.

Web Content filtering

The use of a program or service that screens and excludes from
access Web pages that are deemed to be unsafe or inappropriate.
The filter checks the origin or content of a Web page against a set of
rules provided. This facility can be found in complete online services,
dedicated software, and also some anti-malware and Internet
Security products

Whitelisting

Application whitelisting is the practice of specifying an index of
approved software applications that are permitted to be present and
run on a computer system. The goal of whitelisting is to protect
computers and networks from potentially harmful applications.

A glossary can also be found on the NCSC site together with an Infographic.
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